SSSi Online Tutoring Services Pvt Ltd
offers
Cyber Security Course

cybersecurity@sssi.in / 7827764438
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PROGRAMS SCHEDULE CERTIFICATION

» It is a Video-Based Learning Platform that has in total 6 different Levels, which contain different
Programs (precise Cybersecurity topics).

> The Entry Bundle includes all the Programs in Levels 1 and 2 (white) and give the chance to select
one of the Career Paths (Blue, Red or Purple) at the 3rd Level

» Once registered, students will sequentially have access to the specified Programs (precise
Cybersecuritytopics] as per the yearly schedule.

> On specific dates, Students will have 4 hours to consult a
specialized trainer, to ask questions and get help to get
prepared for the scenarios [exam) of the corresponding
programs.

> Imn order to move from a Program to another, students need to
have completed all Labs and one Exam (if they fail with scenario
A, they can retry with B] of the corresponding Program.

> In order to move from one level to another, the students need
to have completed all the Programs of a specific color in a given
Level.




CYBERIUM ARENA LOGIN

CYBERIUM ARENA
L

STUDENT LOGIN

Enter your credentials to access the simulator
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Once registered, students can connect to the Cyberium Arena learning environment, From that
moment on, students will become anonymous on the system, so that their results could becompared
and benchmarked against others, without Privacy Issues.



MAIN SCREEN

CYBERIUM ARENA
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The main screen gives the student a central access to the Program Labs, to his Labs and Scenario
Statistics, to the Program Books and to the Trophy Cabinet, where Certificates are stored when
Programs are completed,



PROGRAM LABS

CYBERIUM ARENA
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The Lab screens lists all the lab modules that pertain to a given Cybersecurity Program. Students
also have access to the Program Book and other related information and articles on the Internet.




LAB QUESTIONS

CYBERIUM ARENA

IC.LABD1: Number Systems
>

7. Convert the binary '0071071110" into a decimail.

Articles Forums News 0Ss  Proctice YouTube

Once the Student is doing a concrete Lab, he will be prompted with a series of questions that are
related to the lab in question.
When necessary, the student can access the video recording, to review certain aspects.
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VIDEO RECORDINGS

CYBERIUM ARENA
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When the student clicks on the Play button during a lab, a Video Player will pop-up with the
corresponding material and explanations of the instructor.
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BOOK ACCESS

632029b2-2e71 -4e8f-aZ2bd-a718135376ad L 1 0%

2|Page

Table of Contents

Fundamental Concepts in Information & Cybersecurity ....

Common Windows Items

Common Extensions

Basic Commands in Windows

User Permissions.....

Windows Services ...

Windows Services Control Manager

Windows Services Vs. Regular Applications........

AEOUE B POt OIS OV M BT OIS - oo i i s im0 0 0 8 8 e 8 i 5 R
T L R B i i e e L e s
TERIE R o o v i

Protocols and Services
Remiote Connection Protmcols [ oo s ] ... e i s b it

Module F: DIV IO PR EES . o iarnisnnsnanssrsssnsinnssnssmsssssssssisss sesmmssmssssssssssssssssssesnssnss i

Wireshark - Diving into Packets ..........
Man-Sacare amd SeEune PaliBlS . ... e e e e i i s s s S e s b B 4 it e i e A
Filtering and Parsing ... 2
Extracting Objects amd Filles from Prap Files. et it et e i et s
R e B o e
Introduction Do SCANMINE .. - e S i s S e S i
Y TN I N S NI o o i i i i 4 4 il S, ) o s e

I B I B IS e i o i i s i i i 1 i 2 e i i

Intro to Cyber Security.. ...
I P o e e L L

The Official Training Book of a given Cybersecurity Program is always available, so that the student
could refer to it, when needed, in his Cyberium-Arena student environment,
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CYBERSECURITY CAREER PATHS

BLUE - DEFENSE

BASIC /

RED - ATTACK
\A PURPLE - MONITORING

BASIC DEFENSE ATTACK MONITORING
LEVEL.] INTRO TO CYBER
LINUX FUNDAMENTALS
PYTHON FUNDAMENTALS
LEVEL.2 NETWORK RESEARCH
LEVEL.3 DIGITAL FORENSICS PENETRATION TESTING SOC ANALYST
LEVEL.4 LINUX FORENSICS NETWOK SECURITY OSINT
WEB DEVELOPMENT THREAT HUNTING
NETWORK FORENSICS
IOT EXPLOITATION
LEVEL.S MALWARE ANALYSIS CYBER WARFARE
) PHYTHON FORNSICS OFFENSIVE PYTHON
WEBAPP SECURITY
LEVEL.6 REVERSE ENGINEERING EXPLOIT DEVELOPMENT

PROGRAMS

SCHEDULE CERTIFICATION
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ACADEMY SCHEDULE-2022

The video-based Cybersecurity training is an option that allows the students to start and learn the
basics from the very beginning and get a valuable knowledge and hands-on experience to become
competitive in the market.

The following schedule shows the first 3 levels, which constitute the Entry- Bundle. (Note: the dates
are indicative and might be modified as needed during the course of the year)
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Students will have access to specialized trainers to clarify doubts and get prepared to pass the
exams at the end of each Cybersecurity Program they will do.

The first 3 levels of the Entry-Bundle are mandatory to get access to the more advanced Programs.
The schedule for the subsequent levels from 4 to 6, will be available and updated on the website.

PROGRAMS SCHEDULE CERTIFICATION
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GIVE YOUR CAREER A BOOST

Participants will get a Certificate upon completion of all labs and after a successful Exam of the
given Program

CYBERIUM ARENA
_ i

The Cyberium-Arena Simulator will provide the participants a Cyberium Efficiency Score (CES) when
they pass Exams, so that they could benchmark their results against the overall community of
Cyber-Experts that have previously done the same Exams.

This is an excellent way to demonstrate the value of your skills and capabilities to HR and Recruiters.

The Digital Forensics, Penetration Testing and SOC Analyst Programs at the 3rd level of our Academy
are extremely valuable in today's Cybersecurity context. Companies need these roles!

PROGRAMS SCHEDULE CERTIFICATION
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Where Learning Never Stops




